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This document will explain how to integrate Password Vault to SapphireIMS 

To integrate Password Vault to SapphireIMS the following steps are required 

1. Enable the Password Vault from SapphireIMS application.
1. Install the ‘Password Vault Manager’ plugin on a server which has network. connectivity to the CyberArk AIM Server.
1. Configure Password Vault Configuration in SapphireIMS. 
1. Configure corresponding profiles in SapphireIMS
 
1. Enable the Password Vault from the SapphireIMS application UI:
· [bookmark: _Hlk5784462]In SapphireIMS, navigate to Settings > Advanced System Settings > Global Settings.
· Search for ‘Password Vault Integration’.
[image: ]

· Enable the setting key to ‘1’.
[image: ]
· Select ‘Update’.
[image: ]
· A new icon ‘Password Vault Integration’ will be visible on the settings page:

[image: ]


This concludes enabling the Password Vault from the SapphireIMS application UI.

2. Install the ‘Password Vault Manager’ plugin:
[bookmark: _Toc10015409]Pre-requisites

To install Password Vault plugin the following are the pre-requites

	Processor
	Memory
	Free Hard Disk 

	Quad core 
	2GB
	50 GB*



Operating Systems: 
· Windows Server 2012/2012 R2
· Windows Server 2008/2008 R2
· Windows Server 2003
· Windows 10, 8, 7

· Right Select on ‘Password_Vault_Manager_5.0’ plugin.
· Select ‘Run as Administrator’.
[image: ]
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· Select ‘Yes’.
[image: ]
· Select ‘Next’.
[image: ]
· Select ‘Next’.
· Configure SapphireIMS Server Web Portal details as required and Select ‘Next’.
[image: E:\Users\Documentations\Password vault\6.png]
· Configure Web Portal Port Configuration details as required.
· Select ‘Next’.
[image: ]
· Select ‘Finish’.
[image: ]
· Once it is installed it will create a Service called ‘Password Vault Manager’.
[image: ]
· This concludes Installing the ‘Password Vault Manager’ plugin.
The next step is only required if the customer is using the local credential provider SapphireIMS Password Vault Manager console. If the customer is using the local credential provider, the JAR File will need to be uploaded.
The JAR File comes from AIM local credential provider installation.
The JAR File connects to CyberArk vault to retrieve information (this is for security).  
· Open an internet browser.
· Enter the IP address or hostname of the server where the Password Vault Manager plugin has been installed following by ‘/PasswordVault/’. For Example: 
172.16.8.180.8087/PasswordVault/
· Enter the username and password:
· Default credentials are ‘admin’/’admin’.
· We strongly recommend that these are changed after plugin install.
[image: ]
· Once authenticated this will bring you to the console where was can upload the JAR file :
[image: ]
· From the ‘Java SDK JarUpload’ section select ‘Choose File’.
· Located the ‘JavaPasswordsSDK.JAR’ file from the AAM local provider folder.
· Select ‘Open’.
· Then select ‘Upload’.
[image: ]
· You will see a message to confirm the upload was successful.
Note: this step is only required if the customer is using the local credential provider.
3. Configure Password Vault Configuration:
· In SapphireIMS, navigate to Settings > Advanced System Settings > Password Vault Integration.
· Select on ‘Password Vault Configuration’.
· Configure as required:
· Enter the hostname of IP address of the Server where the plugin is installed. 
· Enter the port number.
· If https was enabled during install of plugin then you need to check ‘https’.
· The Authentication Key or Authentication Token can be entered manually, or you can select the ‘Generate’ button.
[image: ]

· Select ‘Save’.
AIM Configuration
[bookmark: _Hlk5806882]Defining the application id (Appid) and authentication details
To define the Application, here are the instructions to define it manually via CyberArk’s PVWA (Password Vault Web Access) Interface:
1. Logged in as user allowed to managed applications (it requires Manage Users authorization), in the Applications tab, Select Add Application; the Add Application page appears.
· In CyberArk, create an Application ID.
 [image: ]
· In SapphireIMS, navigate to Settings > Advance System Settings > Password Vault Integration.
· On the right-hand side, select settings and populate the App ID to reflect that which was configured in CyberArk.
[image: ]
· Select ‘Update’


1. Specify the following information:  
· In the ‘Name’ edit box, specify the unique name (ID) of the application. Recommended APP ID = SapphireIMS
· In the ‘Description’, specify a short description of the application that will help you identify it. 
· In the Business owner section, specify contact information about the application’s Business owner. 
· In the lowest section, specify the Location of the application in the Vault hierarchy. If a Location is not selected, the application will be added in the same Location as the user who is creating this application.
1.  Select ‘Add’; the application is added and is displayed in the Application Details page.  
 [image: ]
· Allowing extended authentication restrictions.  This enables you to specify an unlimited number of machines and Windows domain OS users for a single application.  Please check this box.
1. Specify the application’s Allowed Machines. This information enables the Credential Provider to make sure that only applications that run from specified machines can access their passwords.  
· In the ‘Allowed Machines’ tab, Select Add; the Add allowed machine window is displayed.  
[image: ]
· Specify the IP/hostname/DNS of the machine where the application will run and will request passwords, then Select ‘Add’; the IP address is listed in the ‘Allowed Machines’ tab.    
· Make sure the servers allowed include all mid-tier servers or all endpoints where the AAM Credential Providers were installed.
Provisioning Accounts and setting permissions For Application Access
For the application to perform its functionality or tasks, the application must have access to particular existing accounts, or new accounts to be provisioned in CyberArk Vault (Step 1). Once the accounts are managed by CyberArk, make sure to setup the access to both the application and CyberArk Application Password Providers serving the Application (Step 2).
1. In the Password Safe, provision the privileged accounts that will be required by the application. You can do this in either of the following ways:  
· Manually – Add accounts manually one at a time and specify all the account details.  
· Automatically – Add multiple accounts automatically using the Password Upload feature. 
· For this step, you require the Add accounts authorization in the Password Safe. 
For more information about adding and managing privileged accounts, refer to the Privileged Access Security Implementation Guide.
1. Add the Credential Provider and application users as members of the Password Safes where the application passwords are stored. This can either be done manually in the Safes tab, or by specifying the Safe names in the CSV file for adding multiple applications.
1. Add the Provider user as a Safe Member with the following authorizations:
· List accounts.
· Retrieve accounts.
· View Safe Members.
Note: When installing multiple Providers for this integration, it is recommended to create a group for them, and add the group to the Safe once with the above authorization.
[image: cid:3397D987-3D08-49BA-8E47-BEFDF48C9A36]
1. Add the application (the APPID) as a Safe Member with the following authorizations:
· Retrieve accounts
 [image: ]
1. If your environment is configured for dual control: 
· In PIM-PSM environments (v7.2 and lower), if the Safe is configured to require confirmation from authorized users before passwords can be retrieved, give the Provider user and the application the following permission:
Access Safe without Confirmation
· In Privileged Account Security solutions (v8.0 and higher), when working with dual control, the Provider user can always access without confirmation, thus, it is not necessary to set this permission.
1. If the Safe is configured for object level access, make sure that both the Provider user and the application have access to the password(s) to retrieve.
For more information about configuring Safe Members, refer to the Privileged Account Security Implementation Guide.

· Back in the PasswordVault, perform a ‘Cong re-load’ so that the Authentication Key and Authentication Token can be re-synced. For Example:
172.16.8.180.8087/PasswordVault/ 
[image: ]
4. Configure corresponding profiles in the SapphireIMS.
Note: Profiles in the CyberArk vault will need to be referenced as part of this activity.

· Navigate to Settings > Advanced System Settings > Password Vault Integration > Password Vault.
[image: ]

· Select ‘Add’.
· Populate the required details accordingly:
· Safe, Object and Folder details should reflect those configured in the CyberArk Vault.
· Folder will be root by default unless the Profile in CyberArk vault has been saved elsewhere.
[image: ]
· [bookmark: _Hlk5884407]Select ‘Save’
· Now create a standard discovery profile in SapphireIMS. This is the first step required when discovery any devices or applications in SapphireIMS i.e. setting up the credentials which will be used during the network scan process.
· Navigate to Settings > Asset and Inventory Management > Profile Manager.
· Select ‘Add’.
· Configure as required, selecting the corresponding profile in CyberArk from the Password Vault drop down.
[image: ]

· Populate as required.
· Select ‘Save’.

[bookmark: _Toc11754131]How to test if the credentials are configured correctly on the CyberArk end?

If CyberArk credential is not correctly resolving inside SapphireIMS, the first step is to test if the credential resolves correctly in the CyberArk end.

1. In the CyberArk AIM client folder, they should have a folder created for AppAuditLog which will show you entries for attempts made by discovery.
2. There should be a service CyberArkApplicationPassword running from the CyberArkApplication password provider.
3. On CyberArk AIM server, please navigate to the folder where the CyberArkAIM sdk is present and then run the following command:
    Clipasswordsdk.exe getpassword /p appdescs.appid=”YOUR_APP_ID” /p query=”safe=YOUR_SAFE_NAME;folder=YOUR_SAFE_FOLDER;object=YOUR_CREDENTIAL_ID” /o password

Once you run this command and the credential resolves, you should see a result from the command and also in the AppAuditLog you should see the entry of this credential request made




Steps need to taken care for existing profile after enabling PasswordVault feature: 

[bookmark: _GoBack]Go to all existing credential profiles and update the Password Vault profiles respectively.


Steps need to taken care for existing profile after disabling PasswordVault feature:

 Go to all existing credential profiles and update username/password respectively.





CyberArk Integration		Page | 2

image3.png
Sapphire

| Global Settings

Search | Password Vault]

Password change and uicok account audtog detas purging
Password o access Sapphire WS

Password Vaul niegraion

© " matchets) found.

Settng Key. Setting Value
w

0SD deploy maxthread count s

0SD deploy min thread count 1

‘0SD ItelAMT WOL mx thread count 100

OSD IntelAMT WOL min thread count 1

05D g level s

0SD max wat tim for approving cients. 600

0SD new task sequence fob check nerval 0

0SD organization message T Organization

0SD status enumtime. 120

0SD welcome message Welcome to 0S deployment
o0

QMIZGXVVFdsdyUVNZIOTRTNMIMZVRNRXCSPVITQVE QX




image4.png
D D





image5.png




image6.png
[ep—

»

i
i
) §
H

H
£

sl




image7.png
Open

Run a5 adrministrator

Opelit Code

Troubleshoot compatibilty.
Edit with Notepad + +

Scan for Viruses.

Share with

Open with TextPad

TortoiseSVN

Add to archive...

£dd to "Password_Vault Manager-5.0-vL0-Setup.rar
Compress and email,

Compress to "Password_Vault Manager-5.0-vL0-Setup.rar” and email

Restore previous versions





image8.png
Install Password Vault Manager ==

This il nstall Password Vauk Manager on your compuer. Continue?





image9.png
Password Vault Manager Setup

Welcome to the InstallJammer Wizard for
Password Vault Manager

This vl instal Password Vauk Manager version 5.0-v1.0
on your computer.

Itis recommended that you cose il other applications.
before continuing.

Clck Next to continue or Cancel to ext Setup,

L}





image10.png
Password Vault Manager Setup.
Choose Destination Location -

-

To instal to this Folder, click Next, To instal to a dfferent folder, click Browse and select another
Folder

‘Setup wil instal Password Vault Manager in the Following folder

Destination Folder
Ci\Program Fies (+86)\SapphireIMs\Plugins|Password Yault Manager





image11.png
Password Vault Manager Setup %
1M Server Web Portal Details

“This wil configure the Password Vaul Manager with management server web portal
detall.

Appiication Server | Port

Web Context Name

“The Application Server detais required for Password Vault Manager configuration

InstallJammer

[





image12.png
Password Vault Manager Setup

Password Vault Manager Web Portal Port
Configuration

Specify the port for running Password Yault Manager Web
Portal

Port |8087|

NOTE: The port should be in the range 1025-65535 or
8080,





image13.png
Password Vault Manager Setup

InstallJammer Wizard Complete

The InstallJammer Wizard has successfully installed
Password Yault Manager. Click Finish to exit the wizard.





image14.jpeg
File Action View Help

e @Dc=Em»enn

5 Services (Locah

Password Vault Manager

Stop the senvice
Festartthe senvice

Description:
Password Vault Manager Service

Name
5 Parental Controls

4 Peer Name Resolution Prbabcol

4 Peer Networking Grouping

4 Peer Networking Identity Manager

% Performance Counter DLL Host

& Performance Logs & Alets

24 Plug and Play

£ Pr-X P Bus Enumerator

4 PNRP Machine Name Publication Service
% Portable Device Enumerator Service

£ Power

& print Spooler

4 Problem Reports and Solutions Control P
% Program Compatiblty Assistan Service
2 Protected Storage

£ Qualty Windows Audio Video Experience
4 Remote Access Auto Connection Manager
€ Remote Access Connection Mamager

% Remote Desktop Configuration

| Description
This service

Enables rem...
Performan...
Ensbles s c..
The PnP-X..
This senvice
Enforces gr..
Manages .
Loads files .
This senvice
This senice .
Provides pr..
Qualty Win...
Createsaco..
Manages di..
Remote Des.

Status

Extended /Standard /





image15.png
Welcome to PasswordVault

gadmin

Password

[




image16.png
Password Vault Management

Re-load Configuration :

Health

Status : UP

Total Disk Space (MB) - 163499
Available (MB) - 73011
Threshold (MB) : 10

Heap Dump :

Wed Mar

Metrics

Memory that the JVM is currently using (MB) : 1072
Memory that's available to the JVM (MB) - 758
Number of Processors - 4

System uptime (Sec) - 1166

Application context uptime (Sec) : 1037

Log file :





image17.png
3 seppnireims X | & sspphireiMs. X Password Va x  +

€ 5 C @ Notsecure | 172168180
S

logout

Password Vault Management

Java SDK JarUpload Health Metrics
Status - UP Memory that the JVM is currently using (MB) : 1074
Total Disk Space (MB) : 153499 Memory that's available to the JVM (MB) : 694
Available (MB) - 73011 Number of Processors - 4
Choose File  No e chosen Threshold (ME) - 10 System uptime (Sec) - 1608

Application context uptime (Sec) : 1488

Re-load Configuration : Heap Dump : Log file :




image18.png
Evaluation period expires on 2710612019 [Last Login: June 19, 2019 10:46:42 IST] [Administrator] Product Health | Preferences | Lo

RETTS UGN ome | Faut | performance | mAutomation | toventory | cubs | Reports | setings

1P AddressiHost Name [ 172.16.8.180

port [2080

nttps [

Authentication Key | 1200752694 4aco-b694-c¢5cab3aa662

Authentication Token

AP Type





image19.png
Add Application

Descrption:

Business owner
First Name:

Last Name:
Emal:

Phone:

Location:

‘SapohireIts|

Access Permitted:  From:

Expiration Date:

Disabled

v |70

Ada Gancel




image20.png
Home | Fault | Performance | ITAutomation | Inventory | CMDB | Reports i'l

Password Vault

Sapphire

Password Vault Configuration

o=

Profile Name Search

ooooooooo

Profe Name -
.
CLProfie
CLProfiePrva
Emai

Emai Prashant
ysaL

wel

WiProfie

Description

[page [1 Jor1| b M| @ Exce

Object
nn

cuns

Forder
oot
oot
oot
Root
Root
Root
Root

Root

Audt Log

DEDDD DD D

Displaying Password Vau profie(s) 1- 8 of 8





image21.png
[@Back [AEdt [ Delete [ Add Applcation [ Add/Update Applcations ] Customize
Application Details: Axios_assystitom

Applicaton Id: Axios_assystitom e

Desaription: @ s

Business Owner:

oS user info
Business Owner's
Phone: Patn
Business Owner's Hash
Certicate Seral Number

\

None
Expiation Date: None
Disabled: o

144 |Page  tloft| ¥ bl | @ No authentications fo display

] Allow extended authentication resrictons. This requires Provider/s upgrade for ths application.
] Use cradentil fle authentication




image22.emf

image23.png
Add Safe Member

swcs [ ] sewew [NVam  H (e

Selected Search: Vault

| Name |Business Email | Full Name. |

[ Access
[ Use accounts
[ Retrieve accounts

[ Lt accounts

[~ Account Management

[ipar— | |
I ontor

™ Views At log

[ View Safe Members

J(_ Close

Add





image24.png
Search:  [axi Searchtn:  [Vault ~ (_search )
Selected Search:

Display 1 resul(s)

hame [BusnessEnal | Fulliame

] ot sccounts

[] Account Mansgement

[] s Mansgement

[ Montor

[ viw Audtog
] View Safe Members v

Ados_assysttom has been added.





image25.png
S sepphireims. X | & ssppnireims. x

172.168.180:

ssword Vault Managemen Wed Mar 27 20

Java SDK JarUpload Health Metrics
= Status : UP Memory that the JVM is currently using (MB) - 1074
e L Total Disk Space (MB) - 153499 Memory that's available to the JVM (MB) - 694
Available (MB) - 73011 Number of Processors - 4
ChoosaFle o fe chosen Threshold (B) : 10 System uptime (Sec) - 1608

Application context uptime (Sec) - 1488

= i

Re-load Configuration : Heap Dump : Logfile:




image26.png
Sapphire

Password Vault | Password Vault Configuration |

—

Profie Name .

ooooooooo
mmmmmmmmg

H

Displaying Password Vault profie(s) 1-3 of 8





image27.png
Sapphire





image28.png
Evaluation period expires on 27/06/2019 [Last Login: June 19, 2019 10:46:42 IST] [Administrator] Prod: | Logout

BENEN " vome | oot | pertomance | mAutomation | mventory | cubs | Reports

— Profile Mansger %]
© Add| @ Dekte Rule Type. Credentisl Name:
[ Profie Name « Profile Type: Deviee |v
O ceia Credential Type: WM ~
o em= Windows 98 Profile:
CLesteic
o Password Vault Select Profile v]|© Addnew profie
O | cmev
Scope: © Domain @ Local

[0 Defautlocalsystemprofie
O | et Domain Select Domain v]|© Add ew Domain

prest
[] | NP Defaut Credeniis For V1

save Cancel

[]  SNP Defaut Credentias For v2 d <
O  ssHlest
O vierofie Bevice
O | weenTest Device.
O wimest Device.
O wevwm Device.

Page [1 Jot1| b /i | @ Exom DspeyingProfies 11313





image1.png
‘JSapphure




image2.png




image29.png




