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Introduction

This document will represent the how to enable SSL using .crt and .pem files

Pre-requites

1. Openssl and JDK should be installed

2. gd_bundle-g2-gl.crt - Root Certificate
gdig2.crt.pem - Intermediate Certificate
[randomNumber].crt - Domain Certificate

3. Private Key of the CSR file (key store) : this key has used to generate the CSR file

To enable the SSL follow the below steps :
1. Convert crt to pem. To excute the following commands

a. opensslx509 -in gd_bundle-g2-gl.crt -out gd_bundle-g2-g1.pem
b. openssl x509 -in [randomNumber].crt -out [randomNumber].pem

2. Join root and intermediate certificate
type gdig2.crt.pem gd_bundle-g2-g1.pem >> clientcertchain.pem
3. Extract the key from the keystore

a. keytool -importkeystore -srckeystore <private key store> -destkeystore keystore.p12 -
deststoretype PKCS12 -srcalias <aliasname of the key> -deststorepass <destination key
store password> -destkeypass <destination key password >

b. openssl pkcs12 -in keystore.p12 -nodes -nocerts -out key.pem

4. Create pkcs12 keystore

openssl pkcs12 -export -out final.p12 -inkey key.pem -in [randomNumber].crt -CAfile
clientcertchain.pem -name "cacertificates"
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5. Create JKS key store from pkcs keystore

keytool -importkeystore -srckeystore final.p12 -srcstoretype PKCS12 -destkeystore SSL.pfx
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